FIP PUB 74

FEDERAL | NFORVATI ON PROCESSI NG STANDARDS PUBLI CATI ON 1981

QU DELINES FOR | MPLEMENTI NG AND USING THE NBS DATA ENCRYPTI ON
STANDARD

CATEGCORY:  ADP OPERATI ONS

SUBCATEGORY: COWPUTER SECURI TY

U. S. DEPARTMENT OF COMVERCE, WMal col m Bal drige, Secretary
NATI ONAL BUREAU OF STANDARDS, Ernest Anbler, Director

For ewor d

The Federal Information Processing Standards Publication
Series of the National Bureau of Standards is the officia
publication relating to standards adopted and promnul gated under
the provisions of Public Law 89.306 (Brooks Act) and under Part 6
of Title 15, Code of Federal Regulations. These |egislative and
executive mandates have given the Secretary of Conmerce inportant
responsibilities for inproving the utilization and managenent of
conmputers and automati c data processing in the Federal Governnent.
To carry out the Secretary's responsibilities, the NBS, through
its Institute for Conputer Sciences and Technol ogy, provides
| eadershi p, technical guidance and coordination of Governnent
efforts in the devel opnment of guidelines and standards in these
ar eas.

Conment s concerning Federal Information Processing Standards
Publ i cations are wel coned and shoul d be addressed to the Director,
Institute for Conputer Sciences and Technol ogy, National Bureau of
St andards, Washi ngton, DC 20234.

James H Burrows, Director Institute for Conmputer Sciences
and Technol ogy



REPORT DOCUMENTATION PAGE

Form Approved OMB No.
0704-0188

Headquarters Services, Directorate for Information Operations and Reports (0704-0188), 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA
law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB cont

[Public reporting burder for this collection of information is estibated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing
and reviewing this collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burder to Department of Defense, Washington

22202-4302. Respondents should be aware that notwithstanding any other provision of
rol number. PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ADDRESS.

1. REPORT DATE (DD-MM-YYYY) 2. REPORT TYPE
01-04-1995

3. DATES COVERED (FROM - TO)
XX-XX-1995 to XX-XxX-1995

4. TITLE AND SUBTITLE
Guidelines for Implementing and Using the NBS Data Encryption Standard
Unclassified

5a. CONTRACT NUMBER
5b. GRANT NUMBER
5c. PROGRAM ELEMENT NUMBER

[6-AUTHOR(S)
Baldridge, Malcolm ;
Ambler, Ernest ;

5d. PROJECT NUMBER
Be. TASK NUMBER
5f. WORK UNIT NUMBER

| ————~——~—

7. PERFORMING ORGANIZATION NAME AND ADDRESS
U.S. Department of Commerce

XXXXX

XXXXX, XXXXXXX

8. PERFORMING ORGANIZATION REPORT
NUMBER

0. SPONSORING/MONITORING AGENCY NAME AND ADDRESS
FIPS

10. SPONSOR/MONITOR'S ACRONYM(S)

11. SPONSOR/MONITOR'S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT
APUBLIC RELEASE

13. SUPPLEMENTARY NOTES
CATALOGERS: Date of Document and Dates Covered should be 1981

[12.ABSTRACT
See report.

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17. LIMITATION 18.

OF ABSTRACT NUMBER
Public Release OF PAGES
30

19. NAME OF RESPONSIBLE PERSON
email from Booz Allen (IATAC), (blank)
Ifenster@dtic.mil

a. REPORT b. ABSTRACT |c. THIS PAGE
Unclassified Unclassified Unclassified

19b. TELEPHONE NUMBER
International Area Code

Area Code Telephone Number
703767-9007

DSN

427-9007

Standard Form 298 (Rev. 8-98)
Prescribed by ANS| Std Z39.18




Form Approved
REPORT DOCUMENTATION PAGE OMB No. 074-0188

Public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data
needed, and completing and reviewing this collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to
Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork
Reduction Project (0704-0188), Washington, DC 20503

1. AGENCY USE ONLY (Leave 2. REPORT DATE 3. REPORT TYPE AND DATES COVERED
blank) 4/ 1/ 1981 Report 4/1/1981
4, TITLE AND SUBTITLE 5. FUNDING NUMBERS

Gui delines for Inplenenting and Using the NBS Data
Encryption Standard

6. AUTHOR(S)
Bal dri dge, Mal col m Anbl er, Ernest

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION
REPORT NUMBER

US Departnent of Conmerce

9. SPONSORING / MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSORING / MONITORING
AGENCY REPORT NUMBER
FI PS

11. SUPPLEMENTARY NOTES

12a. DISTRIBUTION / AVAILABILITY STATEMENT 12b. DISTRIBUTION CODE
Approved for public release; Distribution unlimted
A

13. ABSTRACT (Maximum 200 Words)

The Data Encryption Standard (DES) w published u Federal |nformation Processing Standards
Publ i cati on (WHOA PUB 46 on

January 15, 1977 [2]. The DES specifies a cryptographic algorithmfor protecting conputer
data. WHOA PUB 81 [3] de~n~ four nodes of operation for the DES which may be enployed in a
wi de variety of applications. These guidelines are to ~ applied in conjunction w th WHOA
PUB 46 and WHOA PUB 81 when inplementing and using the Data Encryption Standard They
provide informati on on what encryption is, general guidance on how encryption protects

agai nst certain vulnerabilities of conputer networks, and specific gui dance on the DES node
of operation in data comuni cations applications. Wien u~'d with the proper adm nistrative

procedures and when inplemented in accordance with these guidelines, electronic device
nerform nn the encrvntion and decrvntion aonerationg of the st andard can nrovide a hiah

14. SUBJECT TERMS 15. NUMBER OF PAGES
| ATAC Col | ection, computer security, cryptography, data integrity,
encryption, Federal Information Processing Standards Publication, 29

network security, security

16. PRICE CODE

17. SECURITY CLASSIFICATION | 18. SECURITY CLASSIFICATION | 19. SECURITY CLASSIFICATION 20. LIMITATION OF ABSTRACT
OF REPORT OF THIS PAGE OF ABSTRACT
UNCLASSI FI ED UNCLASSI FI ED UNCLASSI FI ED UNLI M TED
NSN 7540-01-280-5500 Standard Form 298 (Rev. 2-89)

Prescribed by ANSI Std. Z39-18
298-102




Abst ract

The Data Encryption Standard (DES) w published u Federa
I nformati on Processing Standards Publication (WHOA PUB 46 on
January 15, 1977 [2]. The DES specifies a cryptographic algorithm
for protecting conmputer data. WHOA PUB 81 [3] de~n~ four nodes of
operation for the DES which nay be enployed in a wide variety of
applications. These guidelines are to ~ applied in conjunction
with WHOA PUB 46 and WHOA PUB 81 when inplenenting and using the
Data Encryption Standard They provide information on what
encryption is, general guidance on how encryption protects agai nst
certain vulnerabilities of conputer networks, and specific
gui dance on the DES node of operation in data comunications
applications. Wien u~'d with the proper admnistrative procedures
and when inplenented in accordance wth these qguidelines,
electronic device performng the encryption and decryption
operations of the standard can provide a high level of
cryptographic protect on '.o0 data in conputer system and networKks.

Key words: Conputer security; cryptography; data integrity;
encryption; Federal Information Processing Standards Publication
key distribution; network security; security.

Nat. Bur. Stand. (U. S.), Fed. Info. Prooers. Stand. Publ. (flIPS
PUB) 74, 39 pages. (1981) DEN: FI PPAT

For sale by the National Technical Information Service, U S.
Depart nment of Conmerce, Springfield, VA 22161



PUB 74
1981 April 1

ANNOUNCI NG ThE
GUI DELI NES FOR | MPLEMENTI NG AND USI NG ThE
NBS DATA ENCRYPTI ON STANDARD

Fed.ral 1nforrnf£tion Processing Standai ds Publications are 's.ued
by the National Bureau of Standards pursuant to the Federal
Property and Admi nistrative Services Act of 1949 as anended,
Public Law 89-306 (79 Stat 1127), Executive Order 11717 (38 FR
12315, dated May 11, 1973), and Part 6 of Title 15 Code of

Federal Regul ations (CFR).

Nane of Cuideline: Guidelines for Inplenmenting and Using the NBS
Dat a Encryption Standard (DES).

Cat egory of Cuideline: ADP Operations, Conputer Security.

Expl anati on: The sel ective application of technol ogi cal and

rel ated procedural safeguards is an inportant responsibility of
every Federal organization in providing adequate security to its
ADP systens. This publication provides guidelines to be used by
Federal organi zati ons when these organi zati ons specify that
cryptographic protection is required for sensitive or val uable
conput er data, Protection of computer data during transm ssion
bet ween el ectroni c conponents or while in storage may be
necessary to nmaintain the confidentiality and integrity of the
information represented by that data, These guidelines are to be
applied in conjunction with FIPS PUB 46 and FIPS PUB 81 when

i npl enenting and using the Data Encryption Standard.

Approving Authority: U. S. Departnent of Comrerce, National Bureau
of Standards (Institute for Conputer Sciences and Technol ogy).

Mai nt enance Agency: U.S. Departnent of Commerce, National Bureau
of Standards (Institute for Conputer Sciences and Technol ogy).

Applicability: These guidelines are applicable whenever the DES
is used for the cryptographic protection of conmputer data,

| mpl enent ati on: These gui deli nes should be referenced in the
formul ati on of plans by Federal agencies for the encryption of



conput e data using the DES.

Speci fications: Federal Information Processing Standard 74 (FIPS
PUB 74), Cuidelines for Inplenenting and Using the NBS Dat a
Encryption Standard (affixed).

Cross | ndex:

a, FIPS PUB 31, Guidelines to ADP Physical Security and Ri sk

Managenent .

b. FIPS PUB 39, dossary for Conputer Systens Security.

c. FIPS PUB 41, Conputer Security Guidelines for Inplenenting

the Privacy Act of 1974.

d. FIPS PUB 46, Data Encryption Standard.

e. FIPS PUB 48, Guidelines on Evaluation of Techniques for
Aut omat ed Personal |dentification.

f. FIPS PUB 65, Guideline for Automatic Data Processing Ri sk
Anal ysi s.

g. FIPS PUB 81, DES Modes of QOperation Standard.

Qual i fications: These guidelines provide information which aids
in the secure inplenentation of the DES. In addition it presents
t he consi derations that are necessary when inplenenting
cryptography and key managenent schenes. Sone of the

i npl enent ati ons descri bed are not required nethods but are for
the reader's own information. However, the nodes of operation are
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specified by the DES Mbdes of Operation Standard (FIPS PUB 81
Cross Index g).

Export Control: Cryptographic devices and technical data regarding
them are subject to Federal Governnment export controls as specified
in Title 22, code of Federal Regulations, Parts 121 through 128.
Crypt ogr aphi ¢ devi ces inplenenting these guidelines and techni cal
data regarding them must conply with these Federal regulations.

Pat ents: Cryptographi c equi pnment inplenmenting these guidelines may
be covered by U S. and foreign patents.

Where to Cbtain Copies of the Guideline: Copies of this publication
are for sale by the National Technical Information Service, U S.



Department of Commrerce, Springfield, VA 22161. \Wen ordering, refer
to Federal Information Processing Standards Publication 74 (FlPS-
PUB-74) and title. Wien mcrofiche is desired, this should be

speci fied. Paynent may be made by check, noney order, or deposit
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Federal Information Processing Standards Publication 74
1981 April 1
Speci fications for

GUI DELI NES FOR | MPLEMENTI NG AND
USI NG THE NBS DATA ENCRYPTI ON STANDARD

CONTENTS

Page
1. | NTRODUCON
2.2 DATA ENCRYPTI ON?3

2.1 What |s Data Encryption 3

2.2 How | s Dat a
Encryption Achl eved~ 3

2.3 Wher e Shoul d
Dat a Encryption Be Used- 3

2. 4\When Shoul d Data Encryption Be Used- 6

2.5 Wy |'s a Data
Encryption Standard Necsary? 6

2.6 What Ar et heReqt r r enent sof aDES~

2.7 What Rol e Has NBS Pl ayed in the DES?
3. DATA ENCRYPr | ON METHODS

3.1 Basi cMet hods

Encodi ng and Enci phering 8
Bl ock Ci phers 8
Product G phers 8

wwow
»OWN



3.5 Rocircul ati ng Bl ock Product Ci pher 9
3.6 Characteristics of the DES Al gorithm
9
4. SECURI TY THREATS REDUCED THROUGH ENCRYPTI ON "
4.1 Transm ssion Threatsll
4.2 St orage Threats 12
5. | MPLEMENTATI ONOFTHEALGORLTHM 3
5.1 Basi c I npl enentationl; 3
5.1.1
El ectroni cDevi ces 13
5.1.2 Basi c
| mpl enent ati on Control Functions
5.2 Secondary | nplenmentation 13
5.2.1Secondary iffiplenmentation
Control Functions 13
5.2.2 Error Handling
13
5.3 Modesof Oper ati on 13
5.3.1 The El ectronic
Codebook (ECB) Mode
5.3.2 The ci pher Bl ock
Chai ni ng (CBC) Mbode 16
5.3.3 The ci pher
Feedback (CFB) Mode 17
5.3.4 The CQut put
Feedback (OFB) Mode 18
5.3.5 Rel ati onshi p of
CBC and 64bit CFB 18
5.4 CBC and CFB for Data Authentication
1()
5.5 System | npl enment ati on 19
6. KEY MANAGEMENT 30
6.1 Key Generation and Protection 30
6.2 Key Distribution 31
6.2.1 Conmruni cat i on
Security 31
6.2.2 File Sect~ty
32
6.3 Key Destruction 32
3
F1PS PUB 74

peg.



TR&NSPARENCY | N COVMUNI CATI ONS PR~r (~LS 32

7.1 Trusparent Use of Encryption 33

7.2 Nontaansparent Use of Encryption 34

7.3 Conmuni cation Standards Based on the DES 34

USI NG DESTOVAPACI | APACr ER SET ONTO | TSELF 34
8.1 Exanpiei (D gits) 35

8.1.1 Sol uti on 33

8.1.2 Decryption 33
8.2 Exanple Il (Al phanunerics) 36
8.3 Eunmpie m (Ceneral Sol ution) 36
8.4 Solution for Plaintext Bias 37
REFERENCES






FI PS PUB 74
1. | NTRODUCTI ON

Wthin the | ast decade, there has been a vast increase in the
accurrul ati on and commruni cation of digital conputer data in both
the private and public sectors. Much of this information has a
significant value, either directly or indirectly, and requires
protection. It is conmmon to find data transm ssions which
constitute nonetary transfers of billions of dollars daily.
Sensitive information concerning individuals, organizations, and
corporate entities is collected by Federal agencies in accordance
Wi th statutory requirenents and is processed in conputer systens.
This information requires sone type of protection, and
cryptographi c protection nay be specified by the authority
responsi ble for the data. The NBS Data Encryption Standard [2]*
nmust be enpl oyed when cryptographic protection is required for
uncl assi fied Federal ADP data- The DES Modes of QOperation
Standard [ 3] defines the nethods or nodes in which the DES may be
i npl enent ed.

The rapid growth of conputer data banks increases the potenti al
threats to personal privacy. Since data banks often are accessible
fromrenote conputer termnals, there is a threat of easy and
unaut hori zed access to personal information fromany place in the
data communi cations system Such information has typically been
scattered in renote | ocations, controlled under separate auspices,
and physically or admnistratively protected. Wth a
t el econmuni cati ons network of conputer systens, what was previously a
| aborious job of assenbling conprehensive dossiers on individuals may
becone a sinple taske Thus, both val uable and sensitive information
requi re protection agai nst unaut horized di sclosure and nodification.

Encryption is a tool which nay be used in data security
applications. It is not a panacea. Wth inproper inplenentation and
use, data encryption may only provide an illusion of security. Wth
i nadequat e under st andi ng of encryption applications, data encryption
could deter the utilization of other needed protection techniques.
However, with proper nanagenent controls, adequate inplenentation
specifications, and applicabl e usage gui delines, data encryption wll
not only aid in protecting data communi cati ons but can provide
protection for a nyriad of specific data processing applications.

2. DATA ENCRYPTI ON

2.1 What |Is Data Encryption?



Data encryption is a process used to hide the true neani ng of
data. The word "encryption' has been coined fromthe word
"crypt ography” which was derived fromthe ancient G eek words
"kryptos" (hidden) and "graphia® (witing). Encryption is the process
of transformng text or data into an unintelligible formcalled
ci pher. Reversing the process of encryption and transform ng the
ci pher back into its original formis called decryption. Encryption
and decryption conprise the science of cryptography as it is applied
to the nodern conputer

2.2 How I s Data Encryption Achi eved?

Data encryption is achieved through the use of an al gorithmthat
transforns data fromits intelligible formto cipher. An algorithmis
a set of rules or steps for perform ng a desired operation. An
al gorithm can be perforned by anything that can be taught or
programmed to performa specific and unanbi guous set of instructions.
El ectroni c devices which efficiently performthe mathematical steps
of the algorithmspa-led in the Data Encryption Standard (DES) are
described in thenme guidelines.

2.3 Where Shoul d Data Encryption Be Used?

Crypt ography (encryption) has historically been used to protect
sensitive information darn~ conmunication. It can be used for
protecting conmputer data transmtted between term nals and conputers
or between conputers. Data is encrypted before transm ssion and
decrypted after it is received. The algorithmused to decrypt the
recei ved ci pher nmust be the inverse of the algorithrm

"Nunbers in brackets indicate references given in section 9.
5
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used to encrypt the transmtted data. In general, a device used to
transmt and receive data would contain algorithns for both
encryption and decryption.

Encryption can be used between data processi ng machi nes and data
storage devi ces such as magnetic tape and magnetic disk. In this
application, the data is encrypted before it is witten on the
storage device and decrypted before it is subsequently read. Data is



stored in its cipher formand transforned to plaintext only when it
is to be processed within the conputer.

Encryption can be used to authenticate the identities of users,
termnals, and conputers of a data processing system Passwords have
hi storically been used to differentiate between friend and foe during
times of war. Know edge of the secret password was accepted as
authenticating the identity of friends. Unique identification was not
necessary and the password was changed for each m ssion. The DES uses
a key, simlar to a password, which nust be supplied to each group of
users of the algorithm Having the correct key authenticates an
i ndividual to a data processing system

In a simlar manner a termnal or a conputer may be authenticated
as an authorized device of a data processing system Supplying the
correct key to a DES device when requested by the authorization
system can authenticate a term nal associated with the device. This
aut hori zation system may be a special programor a special conputer
system whi ch has been established to control access to the resources
and data of the overall system The authorization system nust be
initialized with the identities and the authentication keys of al
aut hori zed users and devices of the system This systemw || issue a
chal l enge for proper identification whenever a device or individual
W shes to access the system Simlar chall enge.response password
systens are currently in use for conputer user authentication. Wen
conbined with data encryption technol ogy, authorization systens can
aut henticate the clainmed identities of users and devices w thout
conprom sing the passwords or keys by transmtting themthrough the
system

2.4 When Shoul d Data Encryption Be Used?

Dat a encryption should be used whenever it is the nost cost
effective nethod available to protect the confidentiality or
integrity of the data. Confidentiality refers to the accidental or
i ntentional disclosure of data to an unauthorized individual.
Integrity refers to data which has not been exposed to accidental or
mal i cious alteration or destruction. Encryption of data prevents
unaut hori zed recipients of the cipher frominterpreting its neaning.
Encryption can al so prevent unauthorized individuals from
mani pul ating the cipher in such a way that the original data is
changed in a predeterm ned manner. To be effective, encryption nust
cost less than the expected loss (risk) if the protection were not
provi ded. Conputation or estimation of costs and risks and the
decision to enploy cryptographic protection are managenent functions
of the authority responsible for the data. Ri sk analysis information
may be found in FIPS PUB 65 [6].



2.5 Wiy |Is a Data Encryption Standard Necessary?

A data encryption standard is needed to protect sensitive or
val uabl e data within Federal conputer systens and networks. Effective
sharing of conputational facilities and controlled sharing of
conput er data have been retarded pendi ng devel opnent of adequate
protection nmeasures. Data encryption techniques are needed for
controlling access to sensitive data in nultiuser conputer systens,
for protecting the integrity of transactions in national and
i nternational nonetary transfer systens, for disguising sensitive
data during transm ssion, and for authenticating the users and
devi ces of distributed conputer systenms and networks. A nyriad of
different encryption algorithnms would result in a fundament al
inconpatibility of data communi cati ons equi pnent. Research and
devel opnment in cryptographic algorithnms are difficult areas;
redundant and unusabl e results often occur. Support of several
standards woul d i ncur a higher cost for the Federal Governnent. The
Data Encryption Standard provides a basic nethod for nore effective
conputer utilization and a high |level of protection for conputer
dat a.

The need to interface with the data processing facilities of
Federal agencies may nmeke it desirable that private organi zations
have and be able to use the DES. Since its adoption as a Federal
St andard, the DES al gorithm has been approved as a standard by the
Anmerican National Standards Institute [1] and reconmended for use by
t he American Bankers Association [7].

6
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2.6 Wiat Are the Requirenments of a DES?

An encryption algorithmnust satisfy the follow ng requirenents
in order to be acceptable as a Federal standard:

1. It nust provide a high level of security.

2. It nmust be conpletely specified and easy to understand.

3. The security provided by the al gorithm nust not be based upon
the secrecy of the algorithm

4. It nust be available to all users and suppliers.

5. It nust be adaptable for use in diverse applications.

6. It nust be economical to inplenment in electronic devices and
be efficient to use.

7. It nmust be anenable to validation.



8. It nmust be exportable.

The al gorithm described in FIPS PUB 46 satisfies all these
requirenents.

2.7 Wat Role Has NBS Pl ayed in the DES?

NBS has the responsibility for devel opi ng Federal Infornmation
Processi ng Standards through Public Law 89.306 and Executive O der
11717. The Institute for Conputer Sciences and Technol ogy (I CST) has
the responsibility within the NBS to reconmend and coordi nate
standards and gui delines for inproved conputer utilization and
i nformation processing within the Federal Government, as well as for
devel opi ng the technol ogy needed to support these standards
activities. Because of the unavailability of general cryptographic
technol ogy outside the national security arena, and because security
provi sions, including encryption, were needed in unclassified
applications involving Federal Governnment conputer systens, NBS
initiated a conputer security programin 1973 which included the
devel opnment of a standard for conputer data encryption. Since Federal
standards inpact on the private sector, NBS solicited the interest
and cooperation of industry and user communities in this work.

In May 1973, NBS published a notice in the Federal Register
(38FR12763) inviting the subm ssion of data encryption algorithnms and
t echni ques which m ght be considered for use in a

Federal standard. The responses showed consi derable interest in and
need for such protection. A second Federal Register solicitation
(39FR30961) in August 1974 reiterated the fornmer solicitation and
provi ded a further opportunity to submt data encryption algorithns.
Subsequent to the closing of the solicitation, algorithnms submtted
to NBS were evaluated for technical feasibility as a Federal
standard. This docunent discusses the algorithmwhich satisfied the
requi renents of a data encryption standard. It was devel oped by the

I nt ernati onal Busi ness Machi nes Corporation (I1BM. |BM made the
specifications of the algorithmavailable to NBS for publication as a
Federal Information Processing Standard (FIPS) and has provided

nondi scrimnatory and royalty free |licensing procedures for building
el ectroni c devices which inplenent the algorithm At the request of
NBS, the National Security Agency (NSA) conducted an exhaustive
techni cal analysis of the DES. No shortcuts or secret solutions were
found and, as a result, NSA confirned the soundness of the DES s
encryption principle and its suitability to protect unclassified
Federal data [8]. NBS published the algorithmin the Federal Register
in March 1975 (40FR12067) for public comment and published the
proposed standard in the Federal Register in August 1975 (40FR32395)



for public comrent. In January 1977 the al gorithmwas published as a
Federal standard, FIPS PUB 46 [2].

3. DATA ENCRYPTI ON METHODS
3.1 Basi ¢ Met hods

Encryption is a transformation of data fromits original,
intelligible formto an unintelligible cipher form Two basic
transformati ons may be used: pernutation and substitution.
Permut ati on changes the order of the individual synbols conprising
the data. In a substitution transformation, the synbols thensel ves
are replaced by other synbols. During pernutation the synbols retain
their

7
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2.6 Wiat Are the Requirenments of a DES?

An encryption algorithmnust satisfy the follow ng requirenents
in order to be acceptable as a Federal standard:

It must provide a high I evel of security.
It nmust be conpletely specified and easy to understand.

3. The security provided by the al gorithmnust not be based upon
the secrecy of the algorithm

1.
2.

4. It nust be available to all users and suppliers.

5. It must be adaptable for use in diverse applications.

6. It nust be economcal to inplenent in electronic devices and
be efficient to use.

7. It nmust be anenable to validation.

8. It must be exportable.

The al gorithm described in FIPS PUB 46 satisfies all these
requirenents.

2.7 Wat Role Has NBS Pl ayed in the DES?

NBS has the responsibility for devel opi ng Federal I|Infornmation
Processi ng Standards through Public Law 89.306 and Executive O der



11717. The Institute for Conputer Sciences and Technol ogy (I CST) has
the responsibility within the NBS to reconmend and coordi nate
standards and gui delines for inproved conputer utilization and
information processing within the Federal Governnment, as well as for
devel opi ng the technol ogy needed to support these standards
activities. Because of the unavailability of general cryptographic
technol ogy outside the national security arena, and because security
provi sions, including encryption, were needed in unclassified
applications involving Federal Government conputer systens, NBS
initiated a conputer security programin 1973 which included the
devel opnment of a standard for conputer data encryption. Since Federal
standards inpact on the private sector, NBS solicited the interest
and cooperation of industry and user communities in this work.

In May 1973, NBS published a notice in the Federal Register
(38FR12763) inviting the subm ssion of data encryption algorithnms and
t echni ques which m ght be considered for use in a Federal standard.
The responses showed considerable interest in and need for such
protection. A second Federal Register solicitation (39FR30961) in
August 1974 reiterated the forner solicitation and provided a further
opportunity to submt data encryption algorithnms. Subsequent to the
closing of the solicitation, algorithnms submtted to NBS were
eval uated for technical feasibility as a Federal standard. This
docunent di scusses the algorithmwhich satisfied the requirenments of
a data encryption standard. It was devel oped by the International
Busi ness Machi nes Corporation (IBM. |IBM nmade the specifications of
the algorithm available to NBS for publication as a Federal
I nformati on Processing Standard (FIPS) and has provided
nondi scrim natory and royalty free |icensing procedures for building
el ectroni c devices which inplenent the algorithm At the request of
NBS, the National Security Agency (NSA) conducted an exhaustive
techni cal analysis of the DES. No shortcuts or secret solutions were
found and, as a result, NSA confirned the soundness of the DES s
encryption principle and its suitability to protect unclassified
Federal data [8]. NBS published the algorithmin the Federal Register
in March 1975 (40FR12067) for public comment and published the
proposed standard in the Federal Register in August 1975 (40FR32395)
for public comrent. In January 1977 the al gorithmwas published as a
Federal standard, FIPS PUB 46 [2].

3. DATA ENCRYPTI ON METHODS

3.1 Basi c Methods



Encryption is a transformation of data fromits original,
intelligible formto an unintelligible cipher form Two basic
transformati ons may be used: pernutation and substitution.
Permut ati on changes the order of the individual synbols conprising
the data. In a substitution transformation. the synbols thensel ves
are replaced by other synbols. During pernutation the synbols retain
their

7
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3.5 Recirculating Bl ock Product Ci pher

A bl ock product cipher nmay be constructed by using a pernutation
operation and a substitution operation alternately and recircul ating
t he out put of one pair of operations back into the input for sone
nunber of iterations. Each iteration is called a round. A cipher
produced in this way is terned a recircul ating bl ock product cipher.
If a recircul ating bl ock product cipher is properly constructed with
an unknown key, then the alteration of a single bit of the plaintext
bl ock will unpredictably alter each bit of the ciphertext bl ock.
Altering a bit of the ciphertext. will also result in an unpredictable
change to the plaintext block after decryption.

3.6 Characteristics of the DES Al gorithm

The DES algorithmis a recirculating, 64-bit, block product cipher
whose security is based on a secret key. DES keys are 64-bit binary
vectors consisting of 56 independent information bits and eight parity
bits. The parity bits are reserved for error detection purposes and
are not used by the encryption algorithm The 56 information bits are
used by the enci phering and deci phering operations and are referred to
as the active key. Active keys are generated (selected at random from
al | possible keys) by each group of authorized users of a particul ar
conput er system or set of data. Each user should understand that the
key must be protected and that any conprom se of the key wll
conprom se all data and resources protected by that key.

In the encryption conputation the 64-bit data input is divided
into two hal ves each consisting of 32 bits. One half is used as input
to a conplex nonlinear function, and the result is exclusive ORed to
the other half. (See fig. 5.1.) After one iteration, or round, the two
hal ves of the data are swapped and the operation is perfornmed again.
The DES al gorithm uses 16 rounds to produce a recirculating bl ock
product cipher. The cipher produced by the al gorithmdisplays no



correlation to the input. Every bit of the output depends on every bit
of the input and on every bit of the active key.

The security provided by the DES algorithmis based on the fact
that, if the key is unknown, an unauthorized recipient of encrypted
data, know ng sone of the matching input data, nust perform an
unacceptable effort to deci pher other encrypted data or recover the
key. Even having all but one bit of the key correct does not result in
intelligible data-

The only known way of obtaining the key with certainty is by
obt ai ni ng mat ched ci phertext and pl ai ntext and then by exhaustively
testing keys by enci phering the known pl aintext with each key and
conparing the result with the known ciphertext. Since 56 independent
bits are used in a DES key, 2, such tests are required to guarantee
finding a particular key. The expected nunber of tests to recover the
correct key is 2,. At one mcrosecond per test 1142 years would be
required. Under certain conditions (not only know ng mat ched
pl ai ntext and ci phertext but also the conplenment of the plaintext and
the resulting ciphertext) the expected effort would be reduced to 571
years. The possibility of 2, keys (approximately 70 quadrillion)
makes the guessing or conputing of any particular key very unlikely
given that the guidelines for generating and protecting a key provided
in this publication are followed. O course, one can always reduce the
time required to exhaust any cryptoal gorithm by having several devices
working in parallel. Time is reduced but initial expenses are
i ncreased.

An inportant characteristic of the DES algorithmis its
flexibility for usage in various data processing applications. Each
ci pher block is independent of all others allow ng encryption or
decryption of a single block in a nessage or data structure. Random
access to encrypted data is therefore possible. The algorithm may be
used in this straightforward way to forma bl ock ci pher or
alternatively used with chaining in which the output of the algorithm
depends on previous results of the algorithm The first technique is
called the El ectroni c Codebook (ECB) nobde and the chai ning techni que
has two exanpl es (discussed in these guidelines) called the G pher
Bl ock Chaining (CBC), node and the C pher Feedback (CFB) nobde. In
addi tion, DES nay be used in the Qutput Feedback (OFB) node to
generate a pseudorandom stream of bits which is exclusive OR ed to the
pl ai ntext bits to formcipher. These will be discussed in 5. 3.

The DES algorithmis nmathematically a one.to-one mapping of the
264 possible input blocks onto all 264 possible output blocks. Since
there are 256~ possible active keys, there are 264 ~ possi bl e mappi ng
Sel ecting one key sel ects one of the mapping.

9
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The input to the algorithmis under conplete specification of the
desi gner of the cryptographic systemand the user of the system Any
pattern of 64 bits is acceptable to the algorithm The format of a
data bl ock may be defined for each application. In the ECB node, the
subfields of each block may be defined to include one or nore of the
foll owi ng: a block sequence nunber, the bl ock sequence nunber of the
| ast bl ock received fromthe transmitter, error detecting/correcting
codes, control information, date and tinme information, user or
term nal authentication information, or a field in which random data
is placed to ensure that identical data fields in different input
bl ocks will result in different cipher blocks. It is recommended that
no nore than 16 bits be used for known constant val ues. For exanpl e,
the sane 32-bit termnal identification value should not be used in
every block. If it is desired that data bl ocks in the ECB node displ ay
a sequence dependency, a portion of the last sent or |ast received
bl ock may be incorporated into the block, either as a subfield or
exclusive OR ed to the block itself.

The DES algorithmis conposed of two parts: the enciphering
(encryption) operation and the deci phering (decryption) operation. The
algorithns are functionally identical except that the sel ected portion
of the key used for rounds 1,2 16 during the encryption operation are
used in the order 16,15 1 for the decryption operation. The al gorithm
uses two 28-bit registers called C and Dto hold the 56-bit active
key. The key schedule of the algorithmcircularly shifts the C and D
regi sters independently, left for encryption and right for decryption.
(See fig. 5.3 and table 5.4.) If the bits of the Cregister are al
zeros or all ones (after Permuted Choice 1 is applied to the key) and
the bits of the Dregister are all zeros or all ones, then decryption
is identical to encryption. This occurs for four known keys:
(oLoroorororolal), ( FEFEFEFEFEFEFEFE), ( 1FAF1F1FCEOECECE), and
(ECECECECF1F1F1Fl). [Note that the parity bits of the key are set so
that each 8-bit byte has odd parity.] It is likely that, in all other
cases, data encrypted twice with the same key will not result in
pl aintext (the original, intelligible data form. This characteristic
is beneficial in some data processing applications in that several
| evel s of enci phernent can be utilized in a conputer network even
t hough sone of the keys used could be the sane. If an algorithmis its
own inverse, then an even nunber of encryptions under the same key
will result in plaintext.

There are certain keys such that for each key K there exists a key
K' for which encryption with Kis identical to decryption with K and
vise versa. K and K are called dual keys. Keys with duals were found



by exam ning the equations which nust hold in order for two keys to
have reversed key schedul es. Keys having duals are keys which produce
all zeros, all ones, or alternating zero-one patterns in the C and D
regi sters after Permuted Choice 1 has operated on the key. (See fig.
5.3.) These keys are listed bel ow

KEY DUAL
1. ECOLEOCOLF101F101 OLEOCCOLECOLF101F1
2. FE1FFE1FFECEFECE 1FFE1FFEOCEFECEFE
3. EOCLFEOLFFI CEFI CE 1FEOLFEOCEF1CEF1
4, OLFECLFEOLFEQOLFE FEOLFEOLFECLFEQL
5. OL1FCO11FOLCEOLOE 1FO1L1FO1LCECLCEQL
6. ECFEECFEF1FEF1FE FEEOFEEOFEF1FEF1
7. 0101010101010101 0101010101010101
8. FEFEFEFEFEFEFEFE FEFE1EFEFEFEFEFE
9. ECECECEOCF1F1FI F1 ECECECEOF1F1F1F1
10. 1F1F1F1FOECECECE 1F1F1F1FOECECECE

The first 6 keys have duals different than thensel ves, hence each is
both a key and a dual giving 12 keys with duals. The | ast four keys
equal their duals, and are called self-dual keys. These are the four
previ ously di scussed keys for which double encryption equals no
encryption, i.e., the identity mappi ng. The dual of a key (which has a
dual) is forned by dividing the key into two hal ves of eight

hexi deci mal characters each and circular shifting each half by two
characters. No other keys are known to exi st which have duals.

Data may be decrypted first and then encrypted (rather than
encrypted and then decrypted) and result in plaintext. Plaintext may
be encrypted several tinmes and then decrypted the sanme nunber of tines
with the sane key and result in plaintext. Simlarly, data nay be
encrypted successively by
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di fferent keys and decrypted sucessively by the sane keys to
produce the original data, if the decryption operations are
performed in the proper (inverse) order. If D(E(P)) = P is read
"Encrypting plaintext with Key 1 and then decrypting the result
with Key 1 yields the plaintext,” then the following are true:

1. E(DP)) =P



but in general the follow ng

2. E(E(P)) = P for self-dual keys
3. D(D(E(E(P)))) =P

4. E(E(D(D(P)))) =P

5. D(D(E(E(P)))) =P

6. D(D(...(D(E..(E(E(P)...) =P
7. E(E(...(E(D...(D(D(P)...)=P
8. E(E(P)) = P for dual keys

9. D(D(P)) = P for dual keys

is not true:

10. DD(E. ,(E(P)))) =



4. SECURI TY THREATS REDUCED THROUGH ENCRYPTI ON

Encryption nay be inplenented in a conputer systemin order
to conbat several possible threats to the security of conputer
data. These threats are generally categorized as transm ssion
threats and storage threats. Security against these threats is
general ly termed comruni cation security (COVBEC) or file security
(FILESEC). The DES al gorithm can be used in both applications but
the key will be handled differently. The generati on,

di stribution, protection, and destruction of cryptographic keys
are generically referred to as key managenent and are di scussed
in section 6.

4.1 Transm ssion Threats

Encryption can be used to prevent the disclosure of data and
to detect the nodification of transmtted data. Encryption wll
not conmbat the threats of accidental or deliberate destruction.
Encrypted data can be | ost or destroyed as easily as unencrypted
dat a° Adequat e backup facilities or copies nust be provided to
recover fromthe destruction of either encrypted or unencrypted
dab In addition, destruction or |oss of the key used to encrypt
data is equivalent to the loss or destruction of the data itself.

The following is a list of threats that are countered with
the encryption of transmtted data:

| . Spoofing: Spoofing is the threat of accepting a false
claimof identity. Spoofing by a conputer system penetrator is a
serious threat at many places in a conputer system The
conputer's data communi cation systemis especially vulnerable to
spoofing. The identities of termnals, conputers, and users can
often be sinulated so that the receiving device cannot discern a
true identity froma falsely clainmed identity. Data encryption
can be used for authentication by requiring that a unique
encryption key be associated with each identity. Successful
comuni cation using this key nmutually authenticates the hol ders
of the key (provided that the key has not been conprom sed) and
t hus prevents spoofing. If the key is not known, false nessages
cannot be correctly generated and entered into the system and
hence nessage spoofing is prevented.

2. Msrouting: The threat of msrouting is directly proportional
to the conplexity of the communication system and inversely
proportional to the reliability of its conponents. A sinple nessage
routing indicator schene conbined with encryption of the routing
i ndi cator nay be used to detect m srouting, but prevention can only be
acconplished wth dedicated |ines and permanent connections. In any but



geographically | ocal systens, the prevention of msrouting is not
econonmi cal ly feasible. However, data encryption can prevent the
unaut hori zed use of m srouted data.
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3. Passive Wretapping (Mnitoring): Mnitoring of messages during
data transm ssion can occur all along the transm ssion path in any of
several ways. Wretapping or radio reception of the transmtted data
are the nost comon methods. The transm ssion is not del ayed or
altered, only nonitored or copied. This threat is difficult to conbat
in any way other than physically protecting the transm ssion path or
encrypting the data. Plaintext is also vulnerable to nonitoring due to
radi ati on, conduction, and acoustic pickup during input and out put
operations. These threats are prevalent in high voltage CRT term nals,
el ectrically connected devices, and nechanical printing or punching
devi ces. Encryption protects the plaintext fromdisclosure. The
encryption devices should be designed to be an integral part of the
original source equipnent and the final destination equipnment whenever
possi bl e. The data encryption devices thensel ves nust be physically
protected and designed to mnimze electronic emanations.

4. Active Wretapping: Wth this type of conmunication threat the
communi cation line is broken, a high speed receiver-transmtter is
installed, and the intercepted data is retransmtted unchanged until a
special "l ooked for" event causes the tapping nmechanismto nodify the
data so as to have false informati on accepted as valid. Conmunications
will be slightly delayed while the data is being nodified but this
delay is often not detectable because other variable | ength delays are
al ready in the comruni cati on system Encryption prevents the penetrator
fromintelligently nodifying the cipher so that the decrypted pl ai nt ext
is ungarbled (i.e., readable and acceptable). Special precautions nust
be utilized to prevent either the playback threat or the substitution
threat. The forner consists sinply of copying a valid encrypted nessage
and playing it back (retransmtting it) to the unsuspecting receiver.
If the key has not been changed, the receiver will correctly decrypt
t he nessage and may accept it. For certain types of nessages (funds
deposits, nerchandi se orders, etc.), this could have di sastrous
results. The substitution threat consists of replacing blocks or
characters of 1= ciphertext with other bl ocks or characters w thout
actual Iy deci phering the data or having the key.

The perpetrator substitutes the cipher of known plaintext. This can be
acconplished in the block node if each block is totally independent



fromall others, and no other block or nessage authentication systemis
used.

4.2 Storage Threats

In addition to conbatting threats to conputer data security during
transm ssion anong term nals and conputers, the DES nay be used
effectively for protecting conputer data during storage, but the system
i npl enentation will be different in the two cases. In the transm ssion
case, the cryptographic key nust be available at the two participating
| ocations sinultaneously and may be destroyed when that transm ssion is
conplete. In the storage case, the key need be at only one |ocation but
must be retained for reuse when the data is to be retrieved and used.
The conputer systemor the user nust be able to provide the key at the
appropriate place and at the appropriate tine.

The following is a list of threats that are countered with the
encryption of stored data:

1. Theft: Encryption of stored conputer data provides protection
agai nst the disclosure of stolen data. Data may be stolen fromon-1line
devi ces (di sks, nass storage devices, etc.) by unauthorized access, or
fromoff-line devices (magnetic tape, cards, disk packs, etc.) by
physi cally renmoving the device and reading it on another conputer
system In addition if there is a threat of a conputer data storage
facility or a computer center being taken over by force, bulk
encryption of all data using a common key which is easily erased from
the encryption device effectively renders the data unreadabl e and
unusabl e by destroying the key. This key nust be kept in a physically
secure |location (safe, etc.) so that it may be reentered into the
encryption device when the facility has been nade secure again. User
controlled encryption of private data files renders the data unreadabl e
to other system users.

2. Residue: Data that is left on nagnetic nedia and not erased
after it is no longer needed is called residue. Erasing conputer data
on nmagnetic storage nmedia may be a very time consum ng process.
Overwiting data which is to be discarded in a shared system can use a
significant anmount of input and output tine if done as standard
practice. Data recovered by sinply reading discarded data that was not
destroyed is considered to be "scavenged." If sensitive data is al ways
stored on the nedia in an encrypted form tapes and di sk packs may be
returned to their supplier when no | onger
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needed or the "scratched" data tapes nay be reused

Wi t hout erasing. Merely destroying the key precludes use
of the data. System failures during the erasing of
magneti c nedia are no |onger a concern if the nedia are
encrypted. Encryption of stored data with the user's
private key obviates the need for clearing tenporary
storage after use.

3. Remanence: Renmanence is the magnetic flux renaining
in a magnetic substance after the magnetic force has been
renoved. In sonme magnetic storage nedia, data stored for a
| ong period of time on the nedia can remain at a | ower
signal intensity level even after the nedia have been
erased. Encryption of all sensitive data stored on such
medi a renoves this threat and such storage nedia may be
rel eased for general usage rather than destroyed. It should
be noted that for unclassified conputer data, this is a
very insignificant threat and encryption should not be
justified for this reason al one.

4. Addressing Failure: Random access nagnetic storage
medi a have a physi cal addressing nechani sm whi ch positions
the data under the reading heads and transfers the data.
Sof t war e data
access nethods generally have a conplex data structure
associated with the stored data to optim ze access to it.
Bot h of these nechanisnms have a small, but non zero,
probability of failure. Encrypting the data by conbining the
| ocation of the data with the key can prevent accidental
readi ng of the wong data. Applications of this type in the
systemw || depend greatly on the inplenentation of the DES
device in the proper place in the systemarchitecture.

5. | MPLEMENTATI ON OF THE ALGORI THM

A cryptographi c system conpri ses many conponents,
e.g., a cryptographic algorithm a key managenent
system an applications interface, a maintenance
procedure, and a user training program Section 5
di scusses the basic inplenentation of the DES al gorithm
in electronic devices and nethods of interfacing it to
particul ar applications.

A hardware inplenmentation of the DES algorithmis
described and a software interface is outlined. The
device perfornms the mathematical transfornmation



described in the DES. The software interface provides
control functions to the device, receives status
information fromthe device, and inplenents the C pher

Bl ock Chaining (CBC), Ci pher Feedback (CFB), or Qutput
Feedback (OFB) nodes of operation discussed in 5.3. This
approach provides a flexible mechanismfor use in many
data processing environnents, but it rmay not provide
adequate efficiency or security in all cases. For
exanpl e, special hardware may be required for very high
speed or error sensitive applications.

5.1 Basic I nplenentation

Basic inplenentation refers to the enbodi ment of the
DES algorithm FIPS PUB 46 specifies that electronic
hardware is required for the basic inplenentation

5.1.1 El ectroni c Devices

The NBS DES al gorithm specifies the encryption of 64
bits of data into a 64-bit cipher based on a 56-bit
active key, and the decryption of a 64-bit cipher bl ock
into a 64-bit data bl ock based on a 56-bit active key.
The steps and the tables of the algorithmare conpletely
specified and no options to the basic algorithmare
contained in the DES. However, there are many ways to
incorporate the algorithminto a cryptographic system
and the inplenentation used will depend on the
application. A recomrended nethod is to inplenent the
basic DES algorithmin a special purpose electronic

Vv device and then control it froma programmuabl e conputer
(e.g., a mcroprocessor). Sone of the issues involved in
the application of the DES are: how is the input
formatted, is the data itself or a different 64-bit
val ue used as input to the algorithm how is the key
generated and distributed, and how often is the key
changed?
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| mpl enent ati on of the DES algorithmin special purpose
el ectroni c devices provides the followi ng econom c and security



benefits:

1. Efficiency of algorithmoperation is much higher in
speci ali zed el ectroni ¢ devices.

2. Basic inplenentation of the algorithmin specialized LSI
el ectroni c devices which can be used in nany applications and
environnments should result in cost savings to the user through
hi gh vol une producti on.

3. Functional operation of the device may be tested and
val i dat ed i ndependently of the environnment in which it is used.

4. An encryption key may be entered directly into the device
Wi t hout appearing el sewhere in the conputer system

5. Unauthorized nodification of the algorithmis very
difficult in such a device.

6. I ndependent devices may enci pher the data sinultaneously
and the output may be tested before the cipher is transmtted.

7. The control and data paths, to and fromthe device, nay be
control |l ed and nonitored.

For these reasons, inplenentation in special purpose devices
(el ectronic devices or read only nenories) is required by FIPS
PUB 46.

5.1.2 Basic Inplenentation Control Functions

Several control functions nmust be available in the basic
i npl enentation of the algorithm The actual controls that are
provided in an electronic inplenentation will vary according to
t he technol ogy used and the packagi ng avail able. The foll ow ng
di scussion presents a set of controls designed and inpl enented by
the NBS technical staff in two identical hardware devices being
used in the NBS Data Encryption Testbed. The two DES test units
wer e designed and built in nmediumscale integration (MsI) TTL
| ogic. The Data Encryption Testbed based on these units is
described in
5-5.

Control lines are used to provide control signals to the DES
device; status lines are used to nonitor the condition of the DES
device; data lines are used to input and output the plain and
enci phered data. In the NBS i npl enentation, eight data input
| ines and eight data output lines are used. Both the data and key
needed by the algorithmare entered via the data lines in 8-bit
bytes. Simlarly, when the encryption or decryption operation is
conplete, the plaintext or ciphertext is sequentially read from
the device in 8-bit bytes.



CONTRCL LI NES
1. Datal/Key-Enter data (0) or enter key (1).
2. Enci pher/ Deci pher - Enci pher data (0) or decipher data (1).

3. Plain/Ci pher-Enter plain key (0) or enter enciphered key
(1).

4. Reset except key (1)-Clears all internal registers except
key register.

5. Reset (1)-Clears all internal registers.
6. Input ready (1)-Input lines are ready to be read into the
DES devi ce.

7. Qutput accepted (1)-Qutput |ines have been read by the
controlling device.

STATUS LI NES
1. Busy (1)-Device is busy and cannot input or output.
2. Parity error (1)-Key being entered has a parity error.

3. Control error (1)-The control last given to the DES is
i ncorrect.

4. CQutput ready (1)-Qutput lines are ready to be read.
5. Input accepted (1)-Input |Iines have been read.
14
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The NBS i nplenentation is designed for use as an encryption
testbed device and for use as a DES validation device. The
t est bed has been designed to devel op control procedures for DES
devices in various applications and for different comrunications
protocols. For denonstration purposes, digital displays of data,
control and status are provided on the front panel of the device.



Two units have been constructed to provide a test facility for
data communi cations. The NBS DES device is capable of either

enci phering or deciphering a block of data in nine mcroseconds,
once the data has been |oaded. In addition, it takes a m ni mum of
twenty mcroseconds to either |oad or unload the device.

A separate unit was built to operate the DES device nanually.
This unit has two sets of 16 rotary thunbwheel switches: 16 for
the data and 16 for the key. Each switch has 16 positions:
hexadeci mal digits 0-9 and A F. These allow 64-bit entry of key,
pl ai ntext, and ci pher into the DES device. The test unit al so
contains control buttons and binary switches to provide the
control signals necessary for operating the DES. The test unit is
only used for off-line denonstrations of the DES devices and for
mai nt enance testing.

5.2 Secondary | nplenmentation

The secondary inplenentation consists of the control nechani sns
whi ch govern the operation of the basic inplenentation. It is also
responsi ble for inplenenting the CBC, CFB, and OFB nodes of operation
whi ch are discussed in section 5.3. Each NBS DES device is connected
to a mcroprocessor conputer with a multiline cable as a parallel
interface. This interface contains the data input and output I|ines,
the control lines, and the status lines. The DES device input |ines
and the control lines are connected to output ports of the
m croprocessor. The DES device output lines and the status lines are
connected to input ports of the m croprocessor. The DES device | ooks
| i ke a sinple input-output device to the m croprocessor.

5.2.1 Secondary I nplenentation Control Functions

A DES device nust be contained in a control environment that
conforms to the requirenents of a particular application. This
envi ronment includes electrical power, control and status |lines, data
lines for input and output, and the capability of providing other
special services that will depend on the application. One such
service is to collect and enter the data into the DES primary device
in accordance with the data format and comruni cati on protocol
specifications. Another service is to receive the output fromthe DES
device and then present it to the conmunication system

In any encrypted conmuni cati ons application other than |ink
encryption (i.e., cryptographic protection of a comrunication |line or
pat h having no internedi ary nodes), addressing and related control
i nformation nust be available in an unencrypted form Separating
sensitive information fromcontrol information is a very crucial
security task of the secondary devi ce.



5.2.2 Error Handling

Errors associated with the primary encryption device shoul d be
detected and handl ed by the secondary device. Physical tanpering
detectors (vibration or intrusion sensors) may be used to detect
physi cal tanpering or unauthorized access to the encryption unit.
Sensors which detect abnormal changes in the electrical power or the
tenperature nmay be used to nonitor physical environment changes which
coul d cause a security problem However, the najor requirenent for
error detection or correction involves the application itself. The
type of error control utilized will depend on the sensitivity of the
data and the application. The nethod sel ected may range from no error
handl i ng capability for sone systens to full redundancy of encryption
devices in other systens. Errors may be ignored when detected or the
entire systemnmay be i medi ately shutdown. Errors which could
conprom se the plaintext or key shoul d never be ignored.

5.3 Modes of Operation

The DES al gorithm specifies a nmathematical transformation of a
64-bit input block to a 64-bit output block using a key. Specific
exanples of this transformation are given in NBS Special Publication
500-20 [5]. E(l) = Oand D(O =1 are read "Enci phering the input
usi ng key K
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